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Background
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What is the AI/ML Supply Chain Framework

• The AI/ML supply chain is the end-to-end process of building, deploying, 
and maintaining AI systems. 

• AI/ML Lifecycle/pipeline
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AI Security – Hacker’s Perspective

RCE
Authentication Bypass
Buffer Overflow

Supply Chain Attacks

Command Injection

Model File Attacks

Prompt Injection
Model Extraction
Data Leakage

Model Input Attacks

AI SUPPLY 
CHAIN

Model File

Model 
Inputs

Source: Dan Mclnerney, AI’s Underbelly: The Zero-Day Goldmine, 2025
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Threats in AI/ML Framework
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Identifying Targets (1): Huntr by ProtectAI

• The world first bug bounty platform for 
AI/ML 

• To ensure security and stability of 
AI/ML applications on OSS

• Consists of 15,000+ community 
members

• Provided monthly vulnerability report
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Identifying Targets (2): Using GitHub Topic Tag 

TAG
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Identifying Targets (2): Using GitHub Topic Tag 
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Example of Web-Based AI/ML Frameworks

• Ray
 
• H2O Flow

• ZenML

• mlflow 
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Top Vulnerabilities Discovered In Web-Based AI/ML

RCE

Arbitrary File 
Upload/Read

/Delete

SSRF

Broken 
Access 
Control

XXS

Cross-Site 
Request 
Forgery
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Examples Of Findings

Broken Access Control

Cross-Site Scripting (XSS)

SSRF

Local File Inclusion (LFI)

Remote Code Execution 
(RCE)
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Dify
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Dify

• LLM app development platform
• Features

o AI Workflow
o RAG Pipeline
o Agent Capabilities
o Model Management
o Monitor analyze application logs 

and performance

• More than 5 millions of downloads
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Dify: Multiple Broken Access Control

Observation between user roles
Administrator Standard User
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Dify: Multiple Broken Access Control

Instance 1: Frontend UI validation not implemented correctly 

CVE-2025-32790
CVE-2025-32796



BAE SYSTEMS PUBLIC
Copyright © 2026 BAE Systems. All Rights Reserved.
BAE SYSTEMS is a trade mark of BAE Systems plc.

Dify: Multiple Broken Access Control

Instance 1: Frontend UI validation not implemented correctly 

CVE-2025-32790
CVE-2025-32796
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Dify: Multiple Broken Access Control

Instance 2: Server-side validation check missing

CVE-2025-32796
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Dify: Multiple Broken Access Control

Instance 3: Direct URL access to admin module (APP Orchestration )

CVE-2025-43862

Changing this directory
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Dify: Multiple Broken Access Control

Instance 3: Direct URL access to admin module (APP Orchestration )

CVE-2025-43862

Changed to  this directory
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SHODAN CENSYS

Total of 2,362+ unique instances found in both Shodan and Censys

Dify: Threat Research Information
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Mage-AI
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Mage-AI

• Build, run and monitor thousands of 
pipelines

• Build real-time and batch pipelines to 
transform data
• Python
• SQL
• R

• More than 1 millions of downloads
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Mage-AI: Inadequate Authentication Setup Led to Zero click RCE

Add a Custom Python Block
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Mage-AI: Inadequate Authentication Setup Led to Zero click RCE

Achieved OS Command Execution on the Target
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Mage-AI: Inadequate Authentication Setup Led to Zero click RCE

Executing Reverse Shell Payload
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Demo Full Exploitation Script CVE-2025-2129
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SHODAN CENSYS

Total of 245+ unique instances found in both Shodan and Censys

Mage-AI: Threat Research Information CVE-2025-2129
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Find Unauthenticated Mage-AI instances 

Mage-AI: Nuclei Templates CVE-2025-2129

https://cloud.projectdiscovery.io/?template=CVE-2025-2129
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Disclosure Timeline
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Disclosure Timeline – Dify

June 2024
Reported findings to 
Dify  

July 2024
Received response from 
Dify for acknowledgement

August 2024 to Feb 2025
Follow up  on progress 
with Dify

April 2025
Dify released patches and 
published 5 CVEs

CVE-2025-43862 
CVE-2025-43854
CVE-2025-32795 
CVE-2025-32796 
CVE-2025-32790
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Disclosure Timeline – Mage AI

May 2024
Reported finding to 
Mage  

May 2024
Received response from 
Mage for acknowledgement

August 2024 to December 2024
Follow up  on progress with 
Mage

January 2025
Mage did not accept it 
as a valid security 
finding

February 2025
Published PoC and 
submitted it to VulDB 
for triage

March 2025
A CVE published by 
VulDB; status marked 
as disputed

September 2025
Mage released a patch 
for this issue in their 
latest release

CVE-2025-2129
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Conclusion
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Conclusion

• You don’t need deep AI knowledge to hack AI

• Supply Chain frameworks with web interfaces are not immune to classic 
web vulnerabilities

• Challenge: Getting vulnerabilities accepted by product owners (Patience and 
Persistence are key)

• Caution: Don’t integrate AI into your technology or processes without proper 
security testing.
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Q & A
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THANK YOU
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